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What is bandwidth and why 
is it important?

Modern-day CCTV systems increasingly use IP networks to 
send video from one point to another (for example, from a 
camera to a Video Management System typically running 
on a PC).

IP networks are an attractive medium for transporting video 
because one cable can carry the video from many cameras. 
These networks also serve a multi-functional purpose 
because the same cable can carry video as well as two-way 
audio, alarm signals, relay signals, PTZ commands, and 
serial data. With Power over Ethernet, the cable can even 
carry power to the camera. This greatly simplifies the 
multitude of cables usually required.

However, the network is limited by the amount of traffic it 
can carry – known as bandwidth, which is measured in bits 
per second (bps). The table below shows the three kinds of 
star-topology Ethernet networks in common use today.

Video over IP consumes a large amount of bandwidth. As a 
rough guide, one camera might consume between 100 kbps 
and 2 Mbps – compare this to audio, which typically 
consumes only 80 kbps. This explains the immediate 
success of Voice over IP. The factors that affect bandwidth 
consumption are described in the table below.

Name Also Known as Bandwidth

10Base-T Standard Ethernet 10 Mbps (Megabits per second)

100Base-T Fast Ethernet 100 Mbps

1000Base-T Gigabit Ethernet 1,000 Mbps or 1 Gbps

Factor Description Examples

Video compression 
method

Typically temporal or 
spatial compression

MPEG-4, M-JPEG, 
Wavelet, and MPEG-2

Frame rate Images per second 1-30 IPS

Image resolution The number of 
horizontal and 
vertical pixels

QCIF, CIF, 2CIF, 
4CIF (also known as 
full D1)

Scene activity level The amount of 
activity in the 
camera’s field 
of view

Low, medium, and 
high

Quiet time The fraction of time 
where there is no 
movement 
(important for 
temporal 
compression 
algorithms like 
MPEG-4 because 
negligible 
bandwidth is 
consumed during 
quiet time)

8:00 p.m. – 6:00 
a.m. Monday - 
Friday, all day 
Saturday and 
Sunday, equates to 
about 50% quiet 
time

If you run out of bandwidth on your 
network, you will start to experience 
the following:

• Video artifacts (e.g., blocks in MPEG and M-JPEG, and 
increased fuzziness in Wavelet)

• Frames may get dropped, making the video appear choppy

• The video resolution may drop from 4CIF to 2 CIF or even 
CIF, making the picture less clear

• The video may freeze entirely and lose the connection 
temporarily

 



What is the relationship between 
bandwidth and disk storage?

They are directly related. If video is being transmitted at a 
certain bit-rate across a network to be stored, then it will 
consume disk space at exactly the same rate. For example, 
a 1 Mbps video stream will use 1 Mb (Megabit) of space in 
one second, or about 1/8 = 0.125 Megabytes per second, 
which equates to 0.125 x 3,600 = 450 Megabytes per hour 
(about 11 GB per day or 75 GB per week).

How do I know how much bandwidth 
I need?

This is an excellent question, particularly because it is 
unanswerable with any certainty. As explained earlier, it 
depends on so many factors that you can really only 
estimate your bandwidth and/or rate of disk-space 
consumption. This initial guess is based on your experience 
with previous projects and it is useful – but the best way to 
predict your needs is to run the actual test.

For example, consider planning an IP-based CCTV system 
for a school. How much bandwidth will the network need to 
carry for approximately 16 cameras, and how much disk 
space is required for seven days of recording?
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If you take a ”spot measurement” at 9:00 a.m. and use it to 
draw conclusions for an entire seven-day period, you may 
be seriously off-base. In fact, your total would be half of 
what you would conclude using data from just an hour 
earlier (at 8:00 a.m.) or at noon/lunch time. By looking at a 
full day, we can calculate that the average level of activity is 
just under 30 Mbps, with a peak of 100 and a minimum of 
zero. This will give you a much more accurate estimate of 
how much disk space you will need for seven days, and 
what the peak load on your network will be.

You want to accurately predict disk space consumption 
because it is one of the most expensive components of 
CCTV security – you don’t want to buy more than you need. 
And you want to accurately predict network bandwidth 
consumption, otherwise you may well overload your 
network and bring it to a halt. If it is a network dedicated to 
CCTV, you will lose your CCTV – but if it is also used for 
corporate network traffi c, everything will come to a 
grinding halt.

While this may seem like common sense, it is surprising 
how many people select an IP-based CCTV system without 
performing this simple exercise in advance.
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Unlimited bit rate

You can let the IP camera or encoder help itself to whatever 
bandwidth it needs.

Advantage: Image quality never deteriorates.

Disadvantage: Under certain conditions, the peak load on 
the network may cause problems. This “help yourself” 
policy also may allow disk space to be consumed faster 
than you anticipated, so you may not have as many days of 
video as you expected.

Rollout
When it’s finally time to install and configure the system, you will be faced with an 
important decision: whether to cap the bit rate of each IP camera or not.
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Capping the bit rate

You can ‘cap’ the bit rate of each IP camera or encoder so 
that it never uses more than that specified amount. Note 
that when capped, the actual bit-rate at any particular 
moment may be well below the ‘cap’ limit.

Advantage: Once you know the available disk space, you 
are guaranteed to get a predictable number of days of 
video. This is especially important for regulated 
environments. It is also good news for IT departments 
who want to know how much you are going to stress 
the network.

Disadvantage: To not exceed the allowed bit rate, the IP 
camera or encoder has to do something if it finds itself 
over-stretched. Normally it has the option to either drop 
some of the frames or reduce the video resolution of the 
frames – but this can be an issue when the video quality 
you need should be degraded under any circumstances.

Summary

With conventional VCRs, it is easy to predict the amount of 
disk space required for a specified number of days of 
recording time. With DVRs and IP-based CCTV, it can also 
be easy to predict (by capping) – as long as you are com-
fortable with the possibility that the video quality may 
degrade under certain circumstances. If you overestimate 
your bit rates, you will end up paying for more storage than 
you need.

The best way to predict your real needs is to pilot a small 
system (perhaps just one camera). Run it for a short while, 
then review the video and make any necessary adjustments. 
This is the most reliable way to get what you need and plan 
your infrastructure accordingly.

In addition to better estimating, it is also important to remem-
ber the enormous value of Recording at the Edge, which 
keeps video off the network for recording. In such a scenario, 
the network is only used for live streaming and playback.
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     For more information on the IP CCTV portfolio, 
     visit www.boschsecurity.us or contact Bosch 
     at 800.289.0096.
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Bandwidth quick reference guide

The table below is a quick guide for the most popular 
quality settings and the associated (conservative) 
anticipated bit rates and disk space required for one week 
of MPEG-4 video. The table assumes 24x7 recording with 
zero quiet time, which is naturally unrealistic. Typically, you 
will increase the retention time by about 50 percent or 
reduce the disk space required by about 60 percent if you 
can assume 12 hours of recording Monday through Friday, 
and only on-alarm during weekends.

Worked example

A suite of high-security interview rooms needs to record 
eight cameras for two weeks, each streaming at 2 CIF 15 
IPS. The system is used all day and on-motion at night and 
on weekends. 

The table suggests a bit rate of 400 kbps (kilobits per sec), 
which tells us that the network should expect at least eight 
cameras x 400 kbps or a peak rate of 3,200 kbps (3.2 Mbps).

The table also tells us that one camera will need 29 GB per 
week. Taking into account quiet time, this will be around 60 
percent of 29 GB or 17 GB. For two weeks, one camera will 
consume two x 17 GB or 34 GB. Eight cameras will need 
8 x 34 (or 278) GB for two weeks of recording.

Resolution IPS Activity Level Bit Rate (kbps) Storage (GB/week)

CIF 3 Medium 160 12

CIF 7 Medium 185 13

CIF 15 Medium 200 14

CIF 30 Medium 500 36

2 CIF 3 Medium 320 23

2 CIF 7 Medium 370 27

2 CIF 15 Medium 400 29

2 CIF 30 Medium 1,000 72

4 CIF 3 Medium 640 46

4 CIF 7 Medium 740 53

4 CIF 15 Medium 800 58

4 CIF 30 Medium 2,000 144
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